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INTRODUCTION

Service delivery has been one of the flagship projects of the Albanian government’s drive towards public administration reform. The
modernisation of the service delivery infrastructure has been closely tied to the government’s anti-corruption efforts, the establishment
of a business-friendly environment, and ease of access to administrative services by citizens. In April 2022, Prime Minister Rama declared
that Albania was at a closing stage of its “digital revolution”, which has served to simultaneously fight corruption and provide services
efficiently.’

In May 2022 the Albanian government decided to close alternative channels for the delivery of administrative services, and provide access
only through the e-Albania portal, the government gateway.> Shortly thereafter, the government network suffered an unprecedented
cyberattack that briefly close online government services. This event highlighted the vulnerabilities of the government network and the
risks associated with delivering administrative services only online.

Prompted by these developments, this policy brief examines the Albanian government’s strategy to reform the delivery of administrative
services. It first examines the government service delivery policy, it assesses the implementation of service delivery strategy, and evalu-
ates the latest government decision to deliver almost all service online. It concludes with several recommendations to ensure that service
delivery policy is evidence-based, effective, efficient, transparent, and accountable.

SERVICE DELIVERY POLICY

SIGMA (Support for Improvement in Governance and Management) defines service delivery “as any contact with the public administra-
tion during which customers - citizens, residents, or enterprises — seek or provide data, handle their affairs or fulfil their duties"* A wide
range of public services fit within this definition: from essential public services such as education, healthcare, justice, and security to
administrative services such as permits, registrations, and information requests. Nevertheless, the most comprehensive service delivery
reform efforts of the Albanian government have been rather focused on the delivery of administrative services.

The Long-Term Policy Document for the Delivery of Citizen Centric Services by Central Government Institutions in Albania (hereinafter
LTPD) (2016-2025)* — the Government’s key strategic document on service delivery — focuses on the modernisation of administrative
services. It favours a “citizen-centric approach”to service delivery, whereby the service delivery infrastructure is developed with having in
mind ease of service for citizens and businesses. In addition to being a modernisation reform, service delivery reform through digitalisa-
tion is seen also as fundamental deterrent of corruption in the public administration.
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The implementation of the reform is based largely on ISDA, “Innovation against corruption: Building a Citizen Centric Service Delivery
Model in Albania’, a project funded by several international donors.> The project intervention focuses on the following key pillars:

1. Re-engineering service delivery for citizens and businesses through legal, information and communication technology (ICT), and
institutional reforms.

2. Front Office — Back Office separation and service delivery integration, as well as the development of their delivery channels;
3. Digitization of archives and registers, interoperability among ICT systems and online services;

4. Obtaining citizen feedback and monitoring the performance of public administration in service delivery

The LTPD, however, seems somewhat contradictory. On the one hand, the Government of Albania seeks to restructure the country’s service
delivery by reforming the institutional infrastructure, establishing monitoring and evaluation frameworks, modernising service delivery
through digitalisation, and providing multiple delivery channels; on the other, key government objectives include also the transition to
100% online services and the discontinuation of manual or paper-based processing of service requests.©

The LTPD does not specifically outline the decision-making process to determine the discontinuation of in-person services, but it foresees
the use of various tools to measure the impact of the reform process. It includes the use of a citizen satisfaction index (CSI) based on four
areas — (i) access to information, (ii) ease of access to services, (iii) quality of services, and (iv) deadlines of their delivery - and the United
Nations Online Services Index (OSI).”

It is clear through international and national reports and surveys that Albania has progressed rather well in its digitalisation strategy and
e-services reform. According to the UN’s E-Government Survey 2022, Albania is one of the twelve upper middle-income countries that has
achieved very high OSl level (above 0.75).2 The OSI, however, does not capture citizen satisfaction of public services. In 2020 the Agency for
the Delivery of Integrated Services Albania (ADISA) in collaboration with the Institute for Development Research and Alternatives (IDRA)
produced a comprehensive report on the access to and quality of service delivery.? The report compared data from the baseline survey
conducted in 2016, the midterm survey conducted in 2018, and the final survey conducted in 2020. Its findings show that despite the
improvements towards the access to public services, corruption had slightly increased. In the final assessment, 9% of respondents who
had contacted public institutions to request a service claimed that a bribe was either asked or implied. In the baseline and midterm
surveys, the answer for the same question was 7%.° Approximately 1/3 of those who maintained that a bribe was either implied or asked
referred to their interactions with the State Cadastre Agency (SCA), while 13% referred to their interactions with the General Directorate for
Road Transport Services."” Corruption within the SCA was reiterated in the focus groups conducted to validate and explore the survey
findings.”

Another important finding of the survey report is that despite an overall increase in the access to services and in citizen satisfaction,
there are some differences in the access to and use of e-services (public and private) based on income, education, age, and location.
While 74% of those who were richer had access to e-services, 43% of those who were poor had access to them. Similarly, 79% of those who
had university education or higher had access to e-services, compared to 40% of those with elementary education or lower. A 31% differ-
ence was recorded also when comparing the access of those under 55 years-old (68%) to those over that age (37%). Meanwhile the differ-
ence on e-services access between those living in urban areas (67%) and those living in rural areas (52%) was 15%."

Accessibility issues for vulnerable groups have been emphasized also in the survey of CSOs conducted for the PAR Monitor Report for
Albania (2021/2022)'* and by focus groups organised by our team to validate the survey data. Based on the data, 58.7% do not agree that
the needs of vulnerable groups are considered in the provision of administrative services whilst 63% do not agree that the e-services are
easily accessible by vulnerable groups.’ According to the findings from the focus groups organised in March 20237, there should not have
been a transition to 100% online services because the e-Albanian government portal does not always function well: it has glitches at times
and in certain cases it asks repeatedly for the same basic information. This undermines the Once Only Principle, whereby the citizens or
businesses submit relevant information to acquire administrative service only once, after which it is recorded in the system and the proce-
dure does not need to be repeated?”.

The 2021 SIGMA monitoring report on Albania has also emphasised two examples in which the Once Only Principle is not correctly imple-
mented because the applicant is required to provide information that is already in a government registry or that have been previously
issued as part of the same procedure.’® According to SIGMA, it is not sufficient only to harmonise special laws with the Code of Administra-
tive Procedures — which outlines the general standards and actions to comply with administrative requests — and digitise administrative
services as they are; it is also important to redesign the delivery of administrative services through a perspective that seeks to provide
user-friendly and efficient services, and ensure that the technical design of the service, its delivery, and legal framework are well integrat-
ed.”
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While the Albanian government has made some important strides towards the digitalisation of administrative services and the expansion
of ADISA’s network of one-stop-shops?® , the use of quality management tools has been sporadic?'. These issues and shortcomings
suggest that the service delivery infrastructure was not mature enough for the Government of Albania to stop delivering administra-
tive services through the integrated service delivery centres ran by ADISA, or other alternative in-person channels, before the May
2022 decision.

THE IMPORTANCE OF ALTERNATIVE SERVICE DELIVERY CHANNELS

Although the goal to deliver all administrative services online and close in-person services was part of the service delivery strategy,
neither the LTPD nor the Cross-Cutting Digital Agenda 2015-202072 do not outline the criteria and the necessary steps to fully transi-
tion to online services and close in-person service. While the LTPD merely states this goal without further elaboration, some of the key
policy objectives of the Digital Agenda related to service delivery include increasing the use of e-services, establishing the needed ICT
infrastructure to support their delivery, and fighting corruption through the provision of such services.

Ahead of the May 2022 decision to close in-person services, the Albanian government claimed that 95% of administrative services are
delivered online, thus suggesting that the digital services infrastructure was ripe to deliver administrative services only online.?* This
percentage, however, does not include public administrative services not delivered by central government institutions.?* Furthermore,
the majority of online services delivered through e-Albania — approximately 63% - are either level 1 or 2 services, according to the list
published on the Albanian government’s Open Data Portal.> According to the UN’s Web Services Index, level 1 entails basic functions
such as the establishment of government websites and accessing basic government documents, whereas level 2 entails the provision of
more information and downloadable databases, as well as some sort of a help feature; however, communication is primarily unidirection-
al.ze

In addition to the low level of development for most e-services, it is important to consider broadband penetration and standard of
living because they affect significantly access and use of digital government services. Their access becomes particularly important if
there are no alternative channels.

In 2019, almost 90% of fixed broadband connections were in the urban areas whilst only 10% in rural areas.?” According to the National
Plan for Sustainable Development of Digital Infrastructure, Broadband 2020-2025, there is a clear “lack of infrastructure and lack of
institutional capacities, but also affordability, for both fixed and mobile broadband access, especially in rural and low-income
areas”?® Although the broadband penetration increased between 2019 and 2021, the urban-rural divide still remains. According to the
Authority for Electronic and Postal Communications (AEPC) the average fixed broadband penetration in urban areas was 30% whilst
for rural areas was 8% in 2021.%°

Standard of living data are concerning as well. At risk of poverty rate in 2021 was 22%. At risk of poverty rate before social transfers was
39%, whilst at risk of poverty rate after social transfers was 25.2% for the same year.?° The most vulnerable citizens are the most in need
of government services to get out of poverty. If access to services is impeded due to a lack of tools on their part to access services
online, as well as the lack of alternative service delivery channels, the probability that they will continue to live in poverty or at risk
of poverty will be greater. These data dovetail with the income divide in the ADISA/IDRA survey findings discussed in the previous
section of this policy brief, and with anecdotal evidence confirming the difficulties faced by the poor and the elderly?'.

CYBERSECURITY AND DATA PROTECTION

During 2021 and 2022 Albania suffered several major personal data leaks*? and a cyberattack against the government infrastructure®:,
thus highlighting the inadequacy of the country’s measures to ensure the protection of personal data and of its cyber infrastructure, and
the risks and vulnerabilities associated with establishing an online platform to deliver public services.

Before the April 2021 parliamentary elections, a database with entries that included the identity, phone numbers, political party
preference, and employment data on 910,000 Albanian citizens was leaked to the public.?* The database belonged to the Socialist
Party of Albania®*>, who maintained that it had collected some of the basic data - such as first and last name, national identity number -
through the voters'list provided through the Central Election Commission®¢ during the country’s local and parliamentary elections. The
rest of the personal data, the SP claimed, was collected door-to-door by their activists. Nevertheless, there were allegations that that the
data had been collected through the databases administered by the National Agency for Information Society (AKSHI), and particularly the
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database with the basic information?” registered on the e-Albanian portal by AKSHI to allow the user interface needed to access online
services through the portal. AKSHI denied those allegations, and maintained that it had no access to third party data and did not
administer personal data; it merely administered the government network and the databases.*®

The Information and Data Protection (IDP) Commissioner conducted administrative investigations focused on the data protection
measures of the SP and AKSHI. In both cases, the IDP Commissioner provided general recommendations on training and familiarisa-
tion of staff with the data protection legislation and revise internal security protocols, but issued no administrative sanctions. Based
on the findings and the recommendations published, the Commissioner accepted the SP’s claim that the phone numbers, political party
preference, and employment status were collected door-to-door without further investigating whether they were collected legally. Had
the SP indeed collected the data legally, it should have supported the claim with the relevant documentation demonstrating that
the citizens had given consent to share their personal data. Similarly, based on the published findings and recommendations of the
Commissioner — the investigation on AKSHI did not examine whether the Agency had conducted the relevant audits to ensure the integ-
rity of the databases under its administration, and whether the criteria set in place for the registration of government databases -
which is one of its primary functions - are adequate for the protection of personal data.

Based on the current regulatory framework governing the work of the Agency, AKSHI is responsible for ensuring a high level of cybersecu-
rity in collaboration with the CSIRT (Computer Security Incident Reporting Team)??; reorganising and managing the ICT structures in
institutions of the central administration subordinate to the Council of Ministers*°; developing, administering, and maintaining state
databases*’; and regulating and coordinating the registration of state databases*2. The Agency does not passively host and administer
state databases, but establishes - amongst others - the necessary criteria for the architecture of the database, data classifications,
security measures, and levels of access.**> Furthermore, it may audit state databases in accordance with their security level classifica-
tion.*4

It was thus peculiar that after the July 2022,AKSHI argued that it had no responsibility for preventing the attack — which resulted in
data exfiltration, ransomware, and a wiper attack — because the intrusion into the government network had been done through a
system (administrata.al) procured through EU funds, without its involvement. AKSHI also maintained that it merely hosted its servers,
and therefore was not responsible to ensure that appropriate cybersecurity measures were in place to prevent the attack.**

Microsoft’s Detection and Response Team“¢ (DRT) and the Federal Bureau of Investigation’s Cyber Action Team*” were primarily
involved in responding to the attack and restoring the functionality of the government systems - including the e-Albania portal.
There is no evidence to suggest that the National Authority for the Electronic Certification and Cybersecurity (AKCESK) — whose main
cybersecurity tasks include setting the measures for cybersecurity, administering incident reports, conducting analysis of system weak-
nesses, and acting as the national CSIRT“2 - was involved*® as part of the incident response team or in any other form during the technical
investigation of the attack. According to AKCESK's 2021 annual report®°, AKCESK had audited AKSHI during that year; however, it does not
provide further information regarding the time of the audit, its objectives, key findings, or recommendations.

The legal basis for the involvement of Microsoft — and even more so of the FBI's Cyber Action Team - are rather unclear. The Govern-
ment of Albania had renewed its Strategic Partnership Agreement (SPA) with Microsoft in February 2021.5" The terms of the Agreement
are rather general and not clearly obligatory for the service provider.>> They generally refer to advisory functions that Microsoft may
perform to help the Government of Albania modernise its digital infrastructure. With regards to cybersecurity, the Agreement maintains
that “Microsoft supports governments that take measures to protect their information and critical ICT systems’, but does not outline
whether and how it will assist the Albanian government in this endeavor.>> On the other hand, there is no evidence to suggest that the
Government of Albania and the FBI have an agreement on cybersecurity assistance or intervention in case of an incident.

These incidents indicate that the regulatory and institutional structure to ensure personal data protection and the security of
government networks have not kept pace with the digitalisation of administrative services. While institutional cybersecurity capaci-
ties are not sufficient, the regulatory provisions in place to ensure the protection of personal data protection - particularly on inspections
and administrative sanctions — have not been fully enforced.

SERVICE DELIVERY FOR THE DIGITAL AGE

The Government of Albania needs to rethink how it approaches the development of a service delivery infrastructure fit for the digital age.
It should consider not only the benefits of digital services — such as increased efficiency, citizen satisfaction, and corruption prevention —
but also its risks. If the decision-making process to shift all administrative services online were governed by this approach, the risk of
infiltration and service disruption could have been better mitigated. Albania can learn extensively from other countries such as Norway,
Denmark, Malta, Finland, and particularly Estonia.>* Estonia hosts NATO’s Cooperative Cyber Defence Centre of Excellence, and has
developed a highly effective and sophisticated digital services system>>.
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Estonia seized the opportunities offered by information technology, and exploited them to build a tech-savvy society that leverages
information technology to increase the efficiency of both the public and private sectors. The country’s milestones are truly impressive:
e-banking services started in 1996 whilst e-government meetings and e-tax filings in 2000.5¢ But Estonian policymakers understood that
a successful and technologically advanced society cannot be built without establishing the necessary governance, policy, legal, and
technical infrastructure. In their efforts, they have prioritised cybersecurity — both in terms of building the necessary defences of their
network infrastructure and data protection. Consequently, despite having a complex cyber infrastructure, Estonia has not suffered
cyberattacks of the same gravity and proportions as those suffered by Albania recently. Although there have been data breaches®”
and cyberattacks®?, they pale in comparison to the data exfiltration, ransomware, and wiper attack on Albania in July 2022 or the personal
data breach that was revealed in April 2021.

Estonia’s approach to government services has been the opposite of Albania’s. Despite the provision of 99% of services online, some
of them can still be accessed through more traditional channels. For example, vehicle registration can be accessed both online and in-per-
son.>? Similarly, internet voting (i-voting) is an additional channel to the more traditional in-person voting.c® The digital divide, a key issue
affecting access to government e-services in Albania, was recognised early in Estonia and was mitigated by partnering with businesses
and civil society organisations to deliver digital literacy courses to those in need.*'

RECOMMENDATIONS

The Albanian government should build on its achievements to further expand its provision of digital government services. Before
expanding the provision of digital services, however, the government should reflect on both its achievements and shortcomings. This
reflection should be guided by the principles of transparency, accountability, inclusiveness, and quality in service delivery.To this end, the
Government of Albania may wish to consider the following recommendations:

1. Toensure equitable and efficient delivery of government services, the Albanian government should reconsider its decision to close
in-person services. Reopening alternative in-person services would allow access for the most vulnerable groups of Albanian society.

2. The Albanian government should appreciate the gravity of current state of play regarding the protection of personal data protec-
tion and cybersecurity. To this end, it should conduct a thorough review to determine the required institutional, policy, legal, and
technical needs to ensure that data is being diligently protected and network infrastructure is secure.

3. The IDP Commissioner and AKCESK should both take a more proactive approach to enforcing their legal mandates. The former
has a robust legal mandate to ensure that data is not misused and is well protected. The latter has a sufficiently strong mandate to
set cybersecurity standards and conduct audits to ensure that they are effectively enforced. Their mandates are not being used to the
fullest extent possible.

4. AKSHI should conduct an internal evaluation to determine the issues with its internal accountability and control procedures
(including with regards to private contractors), and revise them to ensure that data breaches and cyberattacks are mitigated and
do not disrupt government services.

5.  The Albanian government should build domestic cybersecurity capacities and capabilities. Relying on foreign state and non-state
actors for the protection of the nation’s cyber infrastructure is costly, not sustainable, and thus undesirable. To this end, it should
either prepare a separate strategy or review the current National Cybersecurity Strategy 2020-2025¢%, since it does not deal with
education, research and innovation, or with technical capacities.
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